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MODULE LEARNING OBJECTIVES

 

 

 

 

 

MODULE TOPICS
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CLOUD COMPUTING BASICS

Cloud Computing Primer: What is Cloud?
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Characteristics of Cloud Computing

On-Demand Self-Service

Rapid Elasticity

Broad Network Access

Resource Pooling

Measured Service
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Cloud Service Models

Examples of SaaS services

Examples of PaaS services

Examples of IaaS services

Cloud Deployment Models

Source: NIST definition of cloud computing 
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Cloud Reference Model
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Exercise: Cloud Computing Basics

Outcome:

Sample Answer 

Company Background

Problem Description
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Business Requirements

 

 

 

 

Benefits from Cloud Computing (using IaaS service model)

 

 

 

 

 

INFORMATION SECURITY MANAGEMENT

Information Security: Definition

Source: InfoSec Institute - Guiding Principles in Information Security and NIST 800-33

Sample material – Not for Resale



The CIA Principle

Confidentiality

Integrity

Availability

Security Management
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Source: ISO/IEC 27001:2005 

Assets, Threats, Vulnerability, and Risk

 Assets

 Threat

 Vulnerability

 Risk

 Assets

 Threat

 Vulnerability

 Risk

Examples of Assets:  

 People

 Property

 Information
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Example of threats

Example of vulnerability

Example of risks

Risk Assessment

Source: Information Systems Audit and Control Association, (ISACA) – IT Governance 
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Risk Assessment Result Matrix

Executive Risk Treatment and Remediation Plan: Example
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Security Assessment

 

 

 

Security Management Lifecycle

Source: NIST SP 800-37 Applying the Risk Management Framework 

             NIST SP 800-30 Risk Management Guide for Information Technology Systems 
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Return on (Security) Investment

Source: Christian Locher, Methodologies for evaluating information security investments, 2005

 Single Loss Expectancy (SLE)

occurrence. 

 Annual Loss Expectancy (ALE)

 Annual Rate of Occurrence (ARO)
a year.

Return on Security Investment: Example

Source: https://www.enisa.europa.eu/activities/cert/other-work/introduction-to-return-on-security-investment/at_download/

fullReport
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Information Security Management System

Source: ISO/IEC 27001:2005 

Plan

Do

Check

Act

Source: http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
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IT GOVERNANCE

Governance: Definition

Enterprise Governance

are used responsibly.

IT Governance

Source: http://www.isaca.org/Pages/Glossary.aspx
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Governance Structure

Policies

Standards

Procedures and Guidelines
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IT Governance Practices and Standards

Governance Regulatory Example

CLOUD COMPUTING SECURITY

Cloud Computing: Shared Security Responsibility

Source: Cloud reference architecture
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Security Risk Elements by Service Models

Risks to Consider in the Cloud
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 Environmental security

 Data privacy and security

 Data availability and business continuity

 Record retention requirements

 Disaster recovery

 Loss of governance

 Malicious insider

 Isolation failure
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CIA Within the Cloud

 Confidentiality

 Integrity

 Availability

Multi-Tenancy

Difference with Virtualization

Multi-tenancy in the Cloud
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Security Risks Within Multi-Tenancy Design

 Inadequate logical security controls

 Malicious or ignorant tenants

 Shared services can become single point of failure

 Uncoordinated change controls and misconfigurations

 Comingled tenant data

 SaaS

 PaaS

 IaaS

Cloud Risk Considerations
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Cloud Computing Security Reference Architecture

Source: NIST SP 500-292: NIST Cloud Computing Reference Architecture
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Consumer: Cloud Computing Security Reference Architecture

 

 

 

Cloud Provider: Cloud Computing Security Reference Architecture

 Software as a Service

 Platform as a Service

 

Sample material – Not for Resale



 Infrastructure as a Service

 

Exercise: Cloud Computing Security

Outcome: 

Sample Answer 

Business risks and impacts:

 Lock-in and data portability

 Data security and privacy

 Data storage location

 Loss of governance

Technical risks and impacts:

 Availability of service

 Resource exhaustion

 Distributed Denial of Service
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MODULE SUMMARY

Cloud Computing Basics

 

 

 

 

 

Information Security Management

 

 

 

 

 

 

 

 

 

 

 

 

IT Governance

 

 

 

Cloud Computing Security
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